A Virtual Machine Introspection Based Multi-Service, Multi-Architecture, High-Interaction Honeypot for IOT Devices by Nance, Cory A.
Dakota State University 
Beadle Scholar 
Masters Theses & Doctoral Dissertations 
Spring 3-2020 
A Virtual Machine Introspection Based Multi-Service, Multi-
Architecture, High-Interaction Honeypot for IOT Devices 
Cory A. Nance 
Follow this and additional works at: https://scholar.dsu.edu/theses 
 Part of the Information Security Commons, OS and Networks Commons, and the Software 
Engineering Commons 

  
DISSERTATION APPROVAL FORM 
 
This dissertation is approved as a credible and independent investigation by a candidate for the Doctor of 
Philosophy degree and is acceptable for meeting the dissertation requirements for this degree. Acceptance of 
this dissertation does not imply that the conclusions reached by the candidate are necessarily the conclusions 
of the major department or university. 
 
Student Name:          
 
Dissertation Title:       _______________________________________ 
 
 _________________________________________________________________________________ 
 
 
Dissertation Chair/Co-Chair:       Date:    _____ 
Name: 
 
Dissertation Chair/Co-Chair:       Date:    _____ 
Name: 
 
Committee member:      ______ Date:    _____ 
Name: 
 
Committee member:      ______ Date:    _____ 
Name: 
 
Committee member:      ______ Date:    _____ 
Name: 
 
Committee member:      ______ Date:    _____ 
Name: 
 
 
 
Original to Office of Graduate Studies and Research 
Acid-free copies with written reports to library  
 
DocuSign Envelope ID: 0B0A1123-29AF-4218-BE53-C01C52A462C0
Cory Nance
A Virtual Machine Introspection Based Multi-Service, Multi-Architecture, 
High-Interaction Honeypot for IoT Devices
April 17, 2020
Josh Pauli
April 17, 2020
Wayne Pauli
April 17, 2020
Josh Stroschein
April 18, 2020
Gabe Mydland

111 
ACKNOWLEDGMENT This dissertation would not have been possible without the help and support of my family, friends, and faculty at DSU. I am forever grateful for the opportunity to finish this accomplishment and would like to thank everyone for their contributions along the way. First and foremost, I would like to thank God for blessing me with the opportunity to pursue a Ph.D., and the perseverance to see it through to the end. I also owe a great deal of gratitude to my loving wife, Gloria, and wonderful daughter, Kaylee, for understanding and supporting me as I spent many afternoons and evenings working on my studies. I want to express my deepest gratitude to Dr. Josh Pauli, my dissertation chair. Thank you for your guidance, encouragement, and feedback throughout this journey. I sincerely appreciate the time you took to help mold me into a scholar. I would also like to thank my dissertation committee: Dr. Wayne Pauli, Dr. Josh Stroschein, and Dr. Gabe Mydland. I truly appreciate each of your involvement, encouragement, and support along the way. I am deeply indebted to the program faculty at DSU for their direction and guidance during the course of my studies. I would like to especially thank Dr. Wayne Pauli for his tireless devotion to the Ph.D. in Cyber Operations program at DSU. Lastly, I would like to thank my fellow students at DSU. I've met many admirable people throughout my studies that I am honored to call my friends. When I look back over the past four years, the comradery I've had with others is one of my fondest memories. Thank you for being there to provide feedback, help me overcome complications, and lend an ear when needed. 








1 
CHAPTERl 
INTRODUCTION 
Background of the Problem IoT (Internet of Things) devices are becoming more and more prevalent in everyday life. Estimates show that there will be almost 31 billion IoT devices online by 2020 (Statista.com, 2018). The use cases for IoT devices are extensive and consist of anything from critical healthcare devices to TV DVRs (digital video recorders) (Abera et al., 2016; Habibi, Midi, Mudgerikar, & Bertino, 2017). These devices differ from a traditional network of computers based on how a user interacts with them. Depending on the use case of the device, once it is set up, there is very little interaction from the user (Williams, McMahon, Samtani, Patton, & Chen, 2017). Unfortunately, security has not been a top priority for IoT device manufacturers. A recent study from HP assessed vulnerabilities in the most popular IoT devices and found, on average, each device contained 25 vulnerabilities ("HP News - HP Study Reveals 70 Percent of Internet of Things Devices Vulnerable to Attack," 2014). Given the vast amount of vulnerabilities, it is clear that security is not a top priority when IoT devices are designed. This make them easy targets fur botnets and other malicious activity. Careless program design creates IoT threats (Z. K. Zhang et al., 2014), as well as not following traditional security recommendations such as changing the default password on a device. The Open Web Application Security Project (OWASP) compiled the top 10 vulnerabilities for 2018 in their Internet of Things Project, as shown in Table 1 below. Table 1. OW ASP Top 10 IoT Vulnerabilities (OW ASP, 2018). 


















































































































